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Center for Journalists conducted in
Mexico

¢ HI[H]"I“ International Center
(adl for Journalists
=1 Advancing Quality Journalism Worldwide




DIGITAL RISKS

s it
AN
<

e

R3KLIS
R3KLIS

#Hacked By: @R3KLI5 -->
forumdeperiodistas.org
&= Reply 1T} Retweet W Favorite

732 PM - 5 Aug 12 via web - Embed this Tweet




FROM DIGITAL TO PHYSICAL

September 2011

Two Twitter users who reported
frequently about local crime were
found hanged from a pedestrian
bridge in Nuevo Laredo.



FROM DIGITAL TO PHYSICAL




FROM DIGITAL TO PHYSICAL

September 2011

An online journalist who was
tracking crime in a website called
Nuevo Laredo en Vivo, was Killed in
that border city, a turf of Los Zetas,
a drug cartel created by former
soldiers
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TWITTER USER ARRESTED

Detienen a twittero que bromea sobre “funcionarios voladores™

Un convoy de 1a PGR llegd a la casa de Mario Flores, conocido en la red social como @mareoflores, v lo traslado a las
instalaciones de Plaza de 1a Repiblica

REDACCION
Noviembre 13, 2011 4:35 pm

El disefiador Mario Flores Vargas, de 28 afios, quien es conocido en Twitter como @mareoflores, fue detentdo por
aproximadamente 12 agentes de la Procuraduria General de la Repiblica (PGR) afuera de su domicilio ubicado en la colonia
Popotla “por un tuit que publicd™ el pasado jueves, informod uno de sus familiares.

De acuerdo con Mario Flores Vega, padre del detenido, de un convoy de cinco vehiculos bajaron los agentes v “sometieron a
golpes al disefiador™ v lo trasladaron a las instalaciones de 1a dependencia de Plaza de la Republica nimero 30 para que rinda su
declaracion “por cual motivo, no sabemos”, agregd el tutor en entrevista con este medio.



RESTRICTING LAWS

TIEMPO REAL
Coahuila sigue pasos de Duarte:

castigara “tuits falsos”

Los diputados locales del PRI promoveran una refarma para regular "el mal uso” de las
redes sociales. Incluso, el legislador del tricolor, Fernando Donato dijo que analizaran
la recien aprobada "Ley Duarte” “para ver como hicieron ellos esaregulacion y poder
analizar como se regularia en Coahuila’, asegurd. De aprobarse, |a minuta contemplaria
penas mas duras que en Veracruz pues en la entidad ya existe una sancion de 2 a 6 aios
de prision a quien difunda un falso rumor sobre la existencia de explosivos. Ademas de

gue la reforma también buscaria regular el uso de malas palabras

POR: REDACCION / SINEMBARGO  FECHA: SEPTIEMBRE 21, 2011 - 09:09 |
UN COMENTARIO



A BLOGGER GO TO JAIL

A collaborative mapping g

. aproject of
leat Vm GlobalVolcas been threatened, arrested
. ) ) ADVOCACY attention to the campaign
Tracking suppression of online free speech

OEFENDING FRIE SPUECH ONLINE

Learn more - Contactus
Home » Bloggers » Héctor Anibal Bautista Flores

Heéctor Anibal Bautista Flores

Blog: blog hbautista.com

Location: Tuxtla Gutiérrez, Mexico

Status: Under Arrest

Arrested on 03 Nov 2010

Campaign Site: http:/ /www facebook.com/pages/Libertad-a-Hector-
Bautista/174999792514076

Free Software developer and trainer of journalists in Chiapas, México, arrested for his work as independent

Journalist.

Hector Bautista Flores is a provider of hosting and domain services in Chiapas. Through sites like Users of free
software in Chiapas has promoted the use of open operating systems. In addition to participating in the community
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ackean cuenta de Twitter de Loret de Mola

Por Serglo Lopez
Emall | cDesea imprimir? Registrese ahora
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{ P e— La cuenta de Twitter del periodista Carlos
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una de las publicaciones hechas desde su cuenta en Twitter.



THE SURVEY

e A 21-question electronic survey was
distributed to a group of trusted journalists,
bloggers and human rights defenders.

e The results offer quantitative evidence on
the digital and mobile vulnerability of
journalists and bloggers working in high risk
areas of Mexico.
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POSITION

el Position
journalist
Photojournalist Spokeperson
Student ) \\ I

Activist

Blogger
Staffer blogger




THREATS OR ATTACKS

Have you suffered threats or attacks?




BIGGEST PHYSICAL RISK

BIGGEST PHYSICAL RISK

Being beaten I

Arrest -

Kidnapped by criminals -
Being killed [

Lawsuit -

Muttiple risks [

Defamation campaign _

0% 5% 10% 15% 20% 25% 30%
None of the respondents claimed they face a risk of extortion.

Threats



SECURITY CONCERNS

MAIN SECURITY CONCERNS

Legal security 2%

Multiple
Sources concerns
safety 20%
5%
Colleagues
safety
10%
Information Personal safety
security 31%

10%




COLLEAGUES SECURITY

HAVE YOUR COLLEAGUES
BEEN THREATENED
OR ATTACKED?

No
wn



DIGITAL RISKS

BIGGEST DIGITAL RISK

_ Sources Personal information
Information revealed  revealed 1%

theft 20
6% \

Combo risks
% Hacking of
\ personal accounts

Equipment 35%
thefts

7%

Hacking of Cyberspying
websites 33%

9%




RELY ON THE INTERNET

RELY ON THE INTERNET

Regular

Frecuent 2%
8%

N\

Very frecuent
90%



USE OF TECHNOLOGY

RELY ON TOOLS

Cell phone ;i‘/blet
0
Cameras 22 Y —

7%

Multiple
devices

Recorder 30%

12%

Desktop Portable

computer computer
22% 25%



DIGITAL SECURITY SKILLS

DATA ENCRYPTION
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DIGITAL SECURITY SKILLS

ANTIVIRUS SOFTWARE
30%
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0%
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DIGITAL SECURITY SKILLS

ANONYMOUS INTERNET NAVIGATION
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DIGITAL SECURITY SKILLS

SECURE FILE STORAGE
40%
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DIGITAL SECURITY SKILLS

USE OF VPN
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50%
None Poor  Average Acceptable Excellent
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DIGITAL SECURITY SKILLS

STRONG PASSWORDS
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SOCIAL NETWORKS

PERSONAL VS PROFESSIONAL USAGE

Fickr | I
YouTube | I
Google + | |
Facebook [T
Twitter |

0% 20% 40% 60% 80% 100%
B Professional B Personal » Mixed



MOBILE COMMUNICATION

MOBILE MESSAGING SERVICE

Skype 1% Whatsapp
Viber 1% 31%
None 2%

Twitter 2% /____
SMS 2%

Yahoo

Messenger 3%
Windows Live
0
Messenger 6% Blackberry
Various 8% Pin 12%




Urgent need to increase digital and mobile
security skills.

Essential to help journalists and bloggers to
adopt new applications and strategies to
reduce digital risk.

Help media companies to better understand
the online and mobile threats employees
face.

Henlp newsrooms adopt a culture of
awareness that includes digital vigilance



e Build a community of media security experts.

e Invite journalists and bloggers to form a
network dedicated to online and mobile
security.

e Offer more on-line and in-person training
programs on digital and mobile security
tools.
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