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Introduction

he spread of misinformation, disinformation, and mal-information (MDM)

online has become one of the most pressing issues of our time. Around the
world, people have been inundated with false, misleading, and deceptive
information about health, politics, and science. Journalists are on the front lines
of these digital battles over truth, working to provide citizens with accurate

news and information.

However, in the “post-truth” era,’ independent journalism faces
enormous constraints with governments passing legislation to
combat the threats of misinformation and “fake news,” which both
intentionally and inadvertently impinge upon freedom of the press.
These measures can sometimes interfere with the free and open
exchange of ideas, as well as citizens’ ability to hold leaders to account.

Since 2011, MDM laws have been on the rise, with the greatest increase
seen during the COVID-19 pandemic. Seventy-eight countries have passed
laws designed to limit the spread of false or misleading information. Some
of these laws focus on improving platform transparency and increasing
media literacy. However, many of them criminalize the creation and
distribution of “fake news.” Such laws often lack definitional specificity
and can lead to overreaches of power. As such, they can have long-term
consequences for freedom of the press and other human rights online.

Indeed, many MDM laws have already been used to arrest citizens

and journalists for publishing or sharing false information online.
According to the Committee to Protect Journalists, almost 400
reporters were imprisoned around the world in 2022. Of those, 39—
nearly 10 percent—were jailed on MDM charges.? Although human
rights activists and academics have focused on how MDM laws can limit
freedom of expression, less attention has been paid to freedom of the
press and the consequences of these laws for independent journalism
around the world.

Our analysis of the 105 MDM laws identified four types of legal penalties
embedded in these laws that could potentially hinder press freedom:

1. Excessive monetary fines, which impose a range of financial penalties
on journalists or media organizations

2. Imprisonment, which involves arresting and imprisoning
journalists and editors

According to the Committee
to Protect Journalists,
almost 400 reporters were
imprisoned around the world
in 2022. Of those, 39 —
nearly 10 percent—were
jailed on MDM charges.
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Special rapporteurs on
freedom of expression have
individually and collectively
issued several declarations

on how laws purporting
to combat misinformation
or false information run
afoul of international
human rights standards.

3. Content controls and corrections, which require journalists and media
organizations to remove content or post state-approved corrections

4. Increased administrative burdens, which include measures like
licensing regimes, data localization, transparency requirements, or
mandated press or media councils

Special rapporteurs on freedom of expression have individually and
collectively issued several declarations on how laws purporting to
combat misinformation or false information run afoul of international
human rights standards.® They contend that “general prohibitions on

the dissemination of information based on vague and ambiguous ideas,
including ‘false news' or ‘non-objective information, are incompatible with
international standards for restrictions on freedom of expression ... and
should be abolished.”* Legal restrictions on freedom of expression must
be narrowly circumscribed, serve a legitimate purpose as recognized by
international law, and impose proportionate punishments consistent with
that legitimate purpose. Many of the laws examined in this report do not
adequately satisfy those criteria.

It is important to emphasize that not all regulatory approaches for
combatting MDM have negative consequences. Some policies can
strengthen journalism in the digital era. For example, transparency laws
that improve platform transparency or invest in media literacy can help
bolster democratic processes and institutions. However, many regulatory
approaches to combating MDM focus on criminalizing false content,
which can be problematic. First, there is a concern about subjective
interpretation and selective enforcement, which can be used to suppress
dissenting voices or independent journalism. Second, it could lead to
increased self-censorship as journalists fear reporting on issues that
might get them in legal trouble.

As social media companies have seemingly failed to adequately address
challenges related to the spread of misinformation, governments are
increasingly looking to regulatory interventions. However, regulatory
approaches that focus on criminalizing MDM can negatively impact press
freedom by creating an environment that chills and censors independent
journalism. They can also set a dangerous precedent for autocratic
leaders who wish to legitimize domestic censorship. Freedom of the press
is essential to democratic institutions such as a free and open debate
and public accountability, and therefore it is vital to consider how MDM
legislation can affect independent journalism.
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http://cima.ned.org

Digital Authoritarian Practices

espite the potential of digital technologies to foster press freedom and
other fundamental rights, they also raise numerous challenges and risks.
Just as activists and journalists have learned to use technologies to
support social movements and the free flow of news and information, illiberal

and authoritarian governments have learned to stifle, control, and suppress

human rights online.®

Digital authoritarianism is “a way for governments to control their citizens through
technology, inverting the concept of the internet as an engine of human liberation.”®
It differs from traditional forms of authoritarianism in that it is enabled and facilitated
by advances in technology, which allow governments to exert control and influence
on a large scale and in real time. It is important to note that digital authoritarianism
does not only apply to illiberal or authoritarian governments but should be
recognized as a broader set of practices that can be adopted regardless of regime
type. This report focuses on digital authoritarian practices, which are applied to
control the information environment and limit the expression of human rights.

Research on digital authoritarian practices describes the many ways
governments use digital technologies to monitor citizens, suppress dissent,

and spread propaganda. Sometimes described as “information controls” or
“digital repression,” governments use digital technologies to manage and curate
information online.” Some of these tactics focus on the co-option of technical
measures—such as blocking, filtering, redirecting, or cutting off access to the
internet entirely.® Laws and regulations are other forms of information controls
used to shape the information environment. While all governments regulate
internet content in some way, a digital authoritarian approach might criminalize
unfavored activity to limit fundamental human rights.® Finally, information
controls not only focus on limiting or restricting information, but also involve
the dissemination of content, such as government propaganda to manipulate
public opinion or undermine dissenting voices.!©

While none of these tactics is necessarily new, digital technologies can
enhance the scale and overreach of governments controlling the information
environment. Frequently, these tactics are employed under the premise of
protecting public safety or for national security reasons, in effect “securitizing”
the problem—be it misinformation, terrorism, or any other social concern.
Once securitized, this allows the government to take on exceptional measures.
Though not all MDM laws are passed with the intention to curtail freedom

of expression or centralize the control of information, they do introduce an
opportunity for governments, often under the guise of safety and security, to
stifle independent journalism.

a ﬁ .
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Just as activists and
journalists have learned
to use technologies to
support social movements
and the free flow of news
and information, illiberal
and authoritarian
governments have
learned to stifle,
control, and suppress
human rights online.
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Misinformation Laws and Their
Consequences for Press Freedom

xamining a broad scope of new laws to combat misinformation and
disinformation globally, passed between 2011 and 2022, allows for an
analysis of how such legal measures affect freedom of the press.

The dataset used in this report was built in two parts, first by reviewing
a collection of existing databases about government responses to

mis- and disinformation," then surfacing additional examples and data
through a systematic content analysis of news articles, think tank
reports, academic articles, and legislative proposals for 178 countries
and territories.

We included laws and bills in the dataset based on the results of a key
word search of several databases to find laws in each country that
include the terms “fake news,” “misinformation,” “disinformation,” or
“false information.” This surfaced a wide variety of laws and regulations
designed to combat MDM.*?

© Claudio Divizia / Shutterstock.com

Between 2011 and 2022, 105 laws to combat MDM were imposed
Between 2011 and 2022, across 78 countries. Between 2011-2015, only 14 laws were adopted
105 laws to combat MDM that explicitly mentioned sharing or publishing false information.
In contrast, between 2016-2022, 91 laws were enacted or amended

were imposed across _ - _ _ S _
to include provisions regarding false or misleading information. In

78 countries. o
2020 alone, 36 new MDM laws were passed, which is indicative of

heightened government concern regarding information amid the
COVID-19 pandemic.

It is important to note that not every country needed to pass new
legislation to combat MDM because old laws were sufficient to
prosecute individuals. For example, in Iran, journalists are frequently
jailed and punished for spreading misinformation online. But these
prosecutions are often made under long-standing defamation laws
or under the realm of secret courts that lack due process and
transparency.® Other countries, like Malaysia, have passed and
repealed MDM laws. However, old laws are still frequently used to
prosecute individuals for spreading false information online.*

Also, not all of the laws identified have impacted press freedom.

But the majority of laws passed by governments are content-specific,
focusing on the creation and distribution of MDM, rather than other
legal or regulatory mechanisms that focus on increasing digital
literacy or improving platform accountability and transparency.
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Passing of MDM Laws over Time

MDM Laws Passed from 2011 to 2022
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Note: The number of laws exceeds the number of countries because some countries passed more than one law over the time period analyzed.
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Excessive Fines and Monetary Penalties

Fines are the most commonly imposed penalty for creating or
sharing misinformation, with varying levels of enforcement, targeting
individuals, company executives, media organizations, or social
media platforms. Certain penalties may be applicable based on
qualifiers such as the number of followers or the size of a media
organization or platform before they come into effect. For example,
under France's 2018 La Lutte Contre la Manipulation de I'Information
(The Fight Against Information Manipulation), an individual who
engages in the widespread and rapid dissemination of MDM could
pay up to €75,000 ($80,300).* Whereas, in Ethiopia under the Hate
Speech and Disinformation Prevention and Suppression Proclamation

Fines are the most Commonly No. 1185/2020, an individual can be fined up to 100,000 birr ($1,860)
imposed penalty for creating or if they spread disinformation on social media and have more than
sharing misinformation. For an 5.000 followers.

indePendent news outlet, a For an independent news outlet, a fine may become debilitating.
fine may become debilitating. For example, Malaysian publisher Malaysiakini was fined 500,000 MYR

(approximately $124,000) for comments left by readers on one of its
articles, which courts found “spurious” and “untrue.”¥ Fortunately,
through crowdfunding efforts, the outlet was able to pay the fine.!®

It should also be noted that the use of monetary penalties spans both
liberal and illiberal states. Within the dataset, countries across the
spectrum of democracy, as classified by the Varieties of Democracy
database, passed MDM legislation with monetary penalties.?®

Overview of MDM Laws and Their Legal Provisions

@ Fines 64

©OMN |Imprisonment 64

a
QP

©

Content Controls 31

@’Qb Administrative 21

Type of Legal Provisions
AN\
©

o

10 20 30 40 50 60 70

Number of Countries

Note: Number of countries that have passed MDM laws that contain provisions for fines, imprisonment,
content controls, or administrative measures. The total number across categories of provisions is larger
than the total number of countries analyzed as one country might have more than one law and one law
may contain provisions that fall under more than one category.
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Fining the “Infodemic”

he COVID-19 pandemic significantly
impacted press freedom in many countries
around the world. Journalists faced a
range of threats, including intimidation
and harassment, for covering issues pertaining to
the pandemic.2° During the pandemic in 2020 and
2021, 17 national governments passed laws that
prohibited sharing news and information about
COVID-19.2 Some of these laws fine individuals
for publishing “false” news and information
about COVID-19.22

For example, in Singapore, the government passed
a law that fines individuals up to 50,000 SGD
($37,000) for spreading false information about
COVID-19. Similarly, Russia passed legislation

in the wake of COVID-19 that made it a criminal

act to “publicly disseminate disguised as truthful
knowingly false information about circumstances
threatening life and safety of citizens and/

or measures to ensure safety of the populace

and areas, of ways and methods of protection
from such circumstances.”?® Russian journalist
Aleksandr Pichugin was fined for “falsely”
claiming in a Telegram post that an Orthodox
church was responsible for superspreader
events.? Elsewhere, fines have been levied against
journalists and media outlets for spreading “false”
information about COVID-19 in Tanzania,?® the
Philippines,?® and Egypt.?’

These laws often include a provision for
imprisonment alongside monetary policies. For
instance, in the Philippines, the Bayanihan to Heal
as One Act, an emergency legislation designed

to combat COVID-19, stipulates that those found
guilty of creating or spreading false information
about the pandemic could be fined from 10,000 to
1 million Philippine pesos (around $180-$18,000)

or imprisoned for up to two months.?® Analysis into
the impact of these measures has found that more
than 300 people have been arrested for spreading

misinformation about COVID-19.2° For example,

in Morocco, police arrested a dozen people for
spreading misinformation about COVID-19,
including citizens who used social media outlets
to make claims that COVID-19 does not exist.2°
Though the impact of fines will be context
dependent, arrests will almost certainly impact
the daily and long-term operations of news outlets
as legal battles may drag on for years, taking both
a financial and emotional toll on the organizations
and individuals themselves.

While these laws are ostensibly designed to

help limit the spread of harmful or misleading
information about COVID-19, they also carry
significant consequences for freedom of the
press, as governments can apply these legal
mechanisms to suppress or silence journalism and
voices critical of government action or inaction.

© MDV Edwards / Shutterstock.com
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The second most common
penalty that appeared
in the laws analyzed
involved imprisonment
for publishing or
spreading MDM. This is
not surprising, as it is
one of the oldest forms
of information control,
predating the internet.

Criminalization and Incarceration

The second most common penalty that appeared in the laws analyzed
involved imprisonment for publishing or spreading MDM. This is not
surprising, as it is one of the oldest forms of information control,
predating the internet. For example, under Cambodia’s 2018 Joint
Directive, someone found guilty of sharing false information could
face imprisonment for up to two years.3! Similar to fines and other
monetary penalties, the justification for imprisoning those who spread
what the government deems to be MDM varies depending on the
political environment or security concerns. For example, following

the full-scale invasion of Ukraine by Russia in February 2022, Russia
passed additional MDM laws aimed specifically at content regarding
practically any government body, including the Russian Guard, Russian
embassies, and the military, that they deemed false or misleading.®?
This broad piece of legislation builds on existing laws that criminalize
false information, exacerbating an already dangerous and fearful
climate that induces self-censorship among Russian journalists,
whether living within Russia or abroad.33

Under these new laws, many journalists have already been arrested. For
instance, in 2018 the Egyptian government jailed more journalists under
MDM laws compared with any other country in the world, with 19 people
arrested.?* Following Egypt, Cameroon arrested four journalists, Rwanda
three journalists, and China and Morocco both arrested one journalist.3®
In the same way that the number of laws enacted has increased rapidly,

the number of journalists jailed on MDM charges has risen steadily over
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Number of Journalists Imprisoned on MDM Charges
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SOURCE: Committee to Protect Journalism, Imprisoned Journalists Annual Data

the years. According to the Committee to Protect Journalists (CPJ),
a total 22 journalists were imprisoned on MDM charges between 2011
and 2015. Between 2016 and 2022, that number shot up to 225.36

Imprisonment and the threat of imprisonment for publishing
misinformation can have strong implications for press freedom

as they can have a widespread chilling effect, not just on other
journalists but on civic participation and civil society as well.%”
Cases are often drawn out in public and covered in a biased manner
to prevent others from considering voicing comments or criticism
the government finds inappropriate or “fake news.”

While a government is not likely to arrest everyone online who engages
in posting what it deems to be false or misleading content as that may
be logistically impossible, such public cases can nonetheless send a
signal to society at large and impact free expression and public debate.
Such lawsuits often involve a large disparity in resources, diverting
important resources away from civil society while undermining freedom
of the press for those who do not have the ability to fight lengthy legal
battles.3 For countries that do not have direct control over social
media companies or the technological capacity to remove or block
content themselves, arrests and imprisonment provide an alternative
nontechnical route to controlling the information ecosystem.

Cases are often drawn out in
public and covered in a biased
manner to prevent others
from considering voicing
comments or criticism
the government finds
inappropriate or “fake news.”
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While content controls

often focus on the removal
of content, some countries
have also introduced
laws that compel
platform companies to
leave content up or label
content in a certain way.

It should also be noted that imprisonment as a sanction for
spreading MDM is not limited to just illiberal or authoritarian
regimes. Countries that rank high in democratic norms and
processes have also adopted these laws. In Denmark, for example,
a 2019 amendment to the penal code criminalized the dissemination
of disinformation that “aids or enables” a foreign state actor to
influence public opinion with a maximum penalty of 12 years
imprisonment.®® While these laws are often embedded in a strong
system of checks and balances, legal protections, and rights-
enforcing mechanisms and oversights, they may nonetheless

give impetus or justification for less liberal states to pass similar
legislation. What makes regulatory approaches to MDM a complex
issue is that illiberal regimes may co-opt laws developed in
systems with strong checks and balances to legitimize their own
authoritarian practices.

Forced Content Removal and Corrections

A third category of penalties and requirements can be grouped
under content removal and corrections, which entail compelling
publishers, social media platforms, internet service providers,

or users to remove offending content or provide a mandatory
correction. These types of penalties and requirements span all
media systems and are not limited to the internet. For example,
under Egypt’s 2018 Law on the Organization of Press, broadcasts
can be banned or suspended by the government if they spread
“fake news."*® Tanzania's Electronic and Postal Communications
(Online Content) Regulation prevents online service providers from
releasing so-called prohibited content, which includes false content
that is likely to mislead or deceive the public.*! These types of
requirements and penalties can therefore affect the user as well as
providers and publishers.

While content controls often focus on the removal of content,

some countries have also introduced laws that compel platform
companies to leave content up or label content in a certain way. For
example, in 2022, President Jair Bolsonaro of Brazil signed a decree,
now overturned, that temporarily banned social media platforms
from removing certain kinds of content, including content identified
by social media platforms as misinformation about COVID-19 and
the country’'s upcoming presidential election.*?
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Compelled Speech and Forced Corrections

hile content removal, website blocking

or filtering, and other means of

preventing access to content have

been mainstays of online censorship
and information control, concerns over false
information have also sparked compelled speech.
Compelled speech is the transmission of speech
required by law. Such laws typically require some
form of mandatory apology or correction.

Regarding forced corrections and labels,
Singapore'’s 2019 Protection from Online
Falsehoods and Manipulation Act 2019 (POFMA)
requires that corrections be made by the
individual responsible for the initial statement
deemed false, a platform or other online
intermediary, or publication depending on the
directive and offense.*® This has potentially far-
reaching consequences as the law not only allows
for content to be removed and an individual
correction to be made, but potentially forces
intermediaries, such as Facebook or Twitter, to
put a correction or label to all end users who may
have seen the offending content, as well as on
other platforms and publications, if necessary.**

While the Singaporean government has stated
that POFMA is not intended to apply to opinions,
criticism, satire, or parody, its sweeping powers
to compel speech across multiple platforms,
intermediaries, print, broadcast, and other forms
of media have given rise to concern from rights
organizations.*® Moreover, it is up to any minister
or government agency to determine what is a
falsehood. Only afterwards will a court decide
whether the statement is true or false.

Some government agencies have already
confused satire with fake news. In 2019,
Singapore’s Media Literacy Council (MLC), a
government multistakeholder agency, accidentally
labeled satire as fake news in a Facebook graphic
meant to educate Singaporeans.*® After backlash
from citizens online, the MLC issued an apology
and retraction. There was also criticism when
POFMA was used to require an opposition
politician to include a government rebuttal to his
original comment questioning the governance of

sovereign wealth funds.#

© SOPA Images Limited / Alamy Stock Photo
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Administrative

requirements can affect
press freedom in ways
that go beyond self-
censorship or onerous
administrative reporting.

Increasing Administrative Requirements

Administrative regulations represent the fourth largest category of laws,
and perhaps some of the widest ranging types of requirements, included
in the dataset. These include mandatory reporting requirements, licensing
regimes, data localization, transparency requirements, or mandated
press or media councils. Due to the variety of stipulations, this category
of legal requirements is not as clear cut with respect to press freedom.
For example, Belarus's Amendments to Media Laws to Address Fake
News require that media organizations register with the government and
that the authors of posts and comments in online forums be identified.*®
Though proponents of the law say this will “facilitate the efficient
provision of information security and the enforcement of citizens’
constitutional right to receive full, accurate, and timely information,”
rights groups, including the CPJ and the Belarusian Association of
Journalists, argue this will simply act as another tool for censorship.*®

These administrative requirements can affect press freedom in ways that
go beyond self-censorship or onerous administrative reporting. They can
infringe on privacy, as the Belarusian law above risks doing due to the
identification requirement. Or they can increase a state’s surveillance
powers, such as Vietnam's cybersecurity law, which requires foreign

and domestic technology firms to set up offices and store data locally.®°
If news organizations are operating social media pages or accounts, law
enforcement agencies can more easily obtain warrants to demand that
platforms turn over sensitive information about the identity of the pages’
operators, since the data are located in-country, rather than abroad.
However, like monetary penalties, due to the broad scope of obligations,
severity, and entities responsible, not all legally mandated administrative
requirements are a net negative on press freedom. Contextual factors
and the existing legal environment must also be considered.

Lastly, because outright imprisonment and forced content removal
can typically provoke widespread and international condemnation,
administrative controls can provide more subtle or covert alternatives
to controlling the press. On the surface, data localization or a press
registry may seem benign or even in the interest of the pubilic;
however, it may increase the centralization of information control,
harassment and intimidation of journalists, and government surveillance.
Moreover, the onerous nature of some administrative measures,

such as requiring objectional content to be removed within 24 or 48
hours or setting up physical in-country offices, may force smaller
independent media organizations to shut down or be overwhelmed
with administrative requirements.

12
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Recommendations

alse and misleading content is undoubtedly a concern for most countries;
however, it has also served as a catalyst for the adoption of a wide range of
legal mechanisms that risk constraining press freedom around the world.

In addition to silencing otherwise warranted reporting, such laws,
when worded vaguely and without democratic guardrails, may also
lead to a widespread chilling effect that goes beyond the media.

As journalists, bloggers, reporters, and other media workers become
targets of the state under the guise of “public safety” or “national
security,” civil society organizations, activists, and average citizens
may also engage in self-censorship.

However, it is not only illiberal or authoritarian governments that are
looking to the law to combat misinformation. Democratic states have
also been at the forefront as many of these governments have become
increasingly concerned about foreign interference in elections. In the
last few years, there has been a persistent use of securitizing language
about misinformation, frequently portraying it as an existential threat
to democracy and national security.® Combined with proposed and
adopted legislation, this language risks giving justification for less
liberal states to enact their own laws, but without the democratic
guarantees and processes necessary to ensure press freedom.

In recognition of both the threat that misinformation and the legal
mechanisms included in many MDM laws pose to press freedom, the
following recommendations are intended to limit the impact of MDM
laws on press freedom:

1. Broaden policy solutions beyond the remit of the security
apparatus and the courts

Based on our analysis of global MDM-related legislation, to limit
the potential risks of these laws to press freedom, the problem of
misinformation should not be viewed solely as a national security

concern. Rather, misinformation concerns should also be included under
other domains, such as education, technology and innovation, civic tech,

and election resiliency. While, in some instances, false and misleading
information may lead to real-world harm, a blanket generalization of
“national security” over a problem as complex as MDM is likely to

be ineffective at actually countering the problem, in addition to the

potential for rights-infringing actions. There are many reasons why MDM

spreads or is believed, ranging from the individual to the socio-political.

To limit the potential risks of
these laws to press freedom,
the problem of misinformation
should not be viewed solely as
a national security concern.
Rather, misinformation
concerns should also be included

under other domains, such
as education, technology
and innovation, civic tech,
and election resiliency.
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Though evidence on what approaches are most effective at curbing
misinformation’s negative effects is still mixed, addressing the issue
will likely require broadening potential solutions beyond the remit of
the national security apparatus and top-down content controls.

Moreover, once an issue is framed as a threat to national security or
public safety, it may receive a disproportionate amount of attention,
resources, and mobilization, often resulting in “extraordinary” actions
that would not in regular times be deemed appropriate or legal.>? In
some instances, this may be warranted, such as during the COVID-19
pandemic when governments had to fast-track certain public health
measures to ensure public safety, or in the case of armed conflict and
an active crisis, such as the war in Ukraine. However, once something
is in the realm of national security, exceptional measures may also be
taken that risk infringing on rights and civil liberties.®® Security thus
becomes a rhetorical justification for illiberal policies. It is therefore
important to assess whether content controls are being enacted for
reasons that are proportionate and necessary for the issue in question,

or for other purposes.

Security thus becomes a For example, during the COVID-19 pandemic, health and medical
rhetoricaljustiﬁcation for misinformation was frequently framed as a threat to national security,
illiberal policies. Itis therefore which gave governments around the world leeway to target opponents

important to assess whether and journalists in ways that would not have been justified under

content controls are being
enacted for reasons that are
proportionate and necessary
for the issue in question,
or for other purposes.

normal circumstances. In their own tracking of COVID-related abuses
by the state, Human Rights Watch found that at least 83 governments
used the pandemic to silence critics and prevent peaceful assembly.
This included physically assaulting journalists or bloggers, as well

as censoring media coverage of the pandemic.> Though medical
misinformation certainly should be dealt with, other policy options
should have been considered, such as working with civil society and
media outlets to produce timely, accurate, credible information;
providing the medical sector with communications support;
empowering frontline health workers to know when to spot and combat
misinformation; and in the long run building up trust in governmental
and medical institutions.®® These policy options, however, go beyond
the courts and the security apparatus.

2. Improve tracking and reporting on the use of misinformation
laws against journalists

There is no doubt that press freedom has come under increasing
strain due to the resurgence of MDM laws. However, it is difficult to
empirically measure the silencing effect these laws are having on
journalism worldwide. Measuring the impact of MDM laws on press
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freedom can begin by monitoring indicators such as frequency of
arrests, prosecutions, fines, and other instances where governments
have invoked these laws. This could involve investing resources

into organizations that monitor press freedom—to investigate and
document arrests, and build a public database of cases that can be
used to support broader efforts in activism and advocacy for press
freedom. While there are some country case studies and attempts

at documenting journalist arrests and murders,% a broader attempt
that tries to consolidate these findings into a global dataset would be
helpful. While these types of statistics would not necessarily capture
broader issues of how these laws are having a chilling effect on
journalism and promoting self-censorship, keeping data up-to-date
about MDM laws, journalist arrests, and prosecution outcomes could
help inform advocacy and activism on the ground. n

3. Identify ways to repeal or counter rights-infringing legislation

Once MDM legislation has been passed, it becomes extremely difficult Hi VS| |8 H i

to repeal. To date, there have been only a small handful of laws that =  om owm
have been repealed or overturned. In Bolivia, for example, after intense W || W om ii’
pushback from rights groups, the original decree, which was passed o . . ' i
during COVID-19, was annulled.5” However, it's unclear exactly what

led to this outcome as Bolivia was also undergoing a political crisis

following a disputed general election in 2019.%8 Public disapproval Once MDM Zegislation has been
and frustration over then President Jeanine Afiez's handling of the passed, it becomes extremely
pandemic may have therefore played a role in having the decree difﬁcult to repeal. To date,

overturned. In the Malaysian case, the 2018 Anti-Fake News Act was there have been only a small

handful of laws that have
been repealed or overturned.

strategically framed as a means of covering up government corruption
by opposition politicians, independent media outlets, and rights
groups. When the opposition won the general election that year, the
law was subsequently repealed.>®

Further research into what conditions, strategies, or tactics may help
advocates of press freedom counter government overreach when

it comes to misinformation is needed. Currently, it is not entirely
obvious why some laws are withdrawn or repealed, while others are
not. In both the Bolivian and Malaysian cases, talk of democracy,
human rights, and civil liberties was not enough to repeal the

laws. Material well-being and real-life concerns, such as COVID-19
and widespread government corruption, were also involved in the
discussion. A thorough cross-country comparative analysis could help
illuminate the conditions, frames, or wedge issues that prove salient in
combatting problematic legislation.
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Legal support can help
raise awareness of the
issue of journalists being
prosecuted for publishing
misinformation, and it
can help put pressure on
governments to protect the

right to freedom of the press.

4. Provide targeted legal support for journalists and news outlets
charged with disseminating misinformation

Legal defense funds, such as Reporters Shield, launched in 2023,
have a role to play to ensure that journalists and news organizations
can defend themselves when they face charges under MDM laws.°
Media support organizations should work to ensure that journalists
and news outlets charged with these crimes are afforded competent
legal assistance. This can help ensure that journalists are aware of
their rights and that they are treated fairly under the law, which can
be especially important in countries where there is a lack of clarity
about what constitutes “misinformation” and what the penalties are
for publishing it. Legal support would also help journalists and outlets
mount a defense against prosecution. This can involve challenging the
legality of the prosecution, arguing that the journalist’s actions were
justified, or seeking to have the charges dismissed. And, finally, legal
support can help raise awareness of the issue of journalists being
prosecuted for publishing misinformation, and it can help put pressure
on governments to protect the right to freedom of the press.

5. Strengthen self-regulatory mechanisms for news media in
emerging democracies and developing countries

Strengthening the news media's self-regulatory mechanisms,
particularly in developing countries and emerging democracies, is
important to shoring up the capacity of news organizations to publish
factual content and prevent inadvertently spreading misinformation.
Self-regulatory mechanisms are important because they allow the
media to police themselves in a voluntary way, through agreed upon
codes of conduct. This can be more effective than government
regulation, which can be seen as censorship. It entails strengthening
professional journalistic standards by fortifying ethical codes of
conduct, building more robust resources for journalists to monitor
and track patterns of misinformation, and working with fact-checking
initiatives to encourage cooperation with news outlets. Self-regulatory
mechanisms can also play a critical role in monitoring the abuse of
these laws against journalists and advocating on behalf of the media
sector. For press councils and other media-based civil society to fulfill
this role effectively they need support to survive and maintain their
independence in financially challenging media markets. They must
also be empowered to hold media to account without government
interference. News media self-regulation is a central element of

a whole-of-society response to the challenge of misinformation,
recognizing that no sector of society is immune from the issue, and
that all sectors have a role in addressing it.
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Conclusion

he proliferation of MDM poses serious challenges to democracy, public
safety, and national security. Conversely, these very worries could be used
as a front for unjustified ends. There is a global trend toward legislation
that may risk infringing on press freedoms, civil liberties, and the very democratic
and liberal values that protect independent media and safeguard free expression.

Indeed, in places where press freedom is already under attack, the
risk is particularly acute. Though there may be justifiable reasons for
enacting information controls, especially during a pandemic or war,
increased scrutiny and transparency should be exercised to ensure
that any necessary information controls are in line with international
law and protect fundamental rights. Otherwise, the introduction of
legal sanctions to criminally punish journalists or news outlets for
circulating “misinformation”—a concept often determined by the eye
of the beholder—will likely have a range of unforeseen effects on press
freedom and embolden censorious governments that seek to restrict
independent media.
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For a full list of the laws included in the data set this report is based on, please check the annex in the
digital version of this report here: https://www.cima.ned.org/publication/chilling-legislation/.

To see the sources used to justify the various laws' inclusion in the list, please access this Zotero folder:
https://www.zotero.org/groups/5110084/misinformation_laws/library.
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